SUGGESTED FACULTY GUIDELINES FOR ONLINE INTERACTIONS WITH STUDENTS
Kingsborough Community College, CUNY

Introduction: The Importance of Professionalism Online

The expanding use of social networking platforms by faculty, staff, and students has created some
exciting opportunities to enhance educational experiences. These online interactions, however, have also
created milieus in which the boundaries of personal and professional conduct have sometimes become
blurred, occasionally with serious consequences. As administrators, faculty, and staff (AFS) at
Kingsborough Community College who acknowledge the sanctity of academic freedom, we welcome
active intellectual discussions employing new media, just as we do in face-to-face communications. AFS,
however, must exercise due caution to ensure that we communicate with students, colleagues, and other
college constituents responsibly in virtual spaces, just as we do in person. A committee of faculty,
administration, and staff has devised the guidelines that follow to highlight the potential pitfalls of
purposeful or inadvertent misuse of online resources.' Please note that they are not intended as
prescriptive compulsory rules, but to raise awareness of the potential complications of misuse and to
advocate for circumspect civility in our interactions with one another.

Potential Misuse

The legal ramifications of misuse of online resources can be serious and complex, as several recent
national news stories have made evident." More locally, activities that are improper, unethical, illegal, or
cause undue discomfort to students or colleagues can be considered to be in opposition to CUNY Article
11- Duties and Qualifications of Administrators and Instructional Staff." AFS must recognize that
certain expectations of professional conduct extend to our personal social networks, blogs, and other
communications tools, especially, when our online conduct reflects poorly upon our institution and
ourselves. When AFS engage in communications pertaining to Kingsborough Community College with
prospective, current, or former students via social networking platforms or the like, one could argue that
we are doing so pursuant of our official duties as AFS of Kingsborough and CUNY, and not as private
citizens that enjoy First Amendment protections from institutional scrutiny and sanctions.

Please also note that the Kingsborough Computer Policy states that AFS using private social networking
platforms may not state or imply that they speak on behalf of Kingsborough Community College or use
the CUNY or Kingshorough trademark and/or logo without authorization to do so." In an attempt to
facilitate communications with and among its various constituencies, Kingsborough maintains several
college-sponsored social networking sites. To avoid confusion, you may not display the College seal or
use the Kingsborough name in the title or main area of any other site without the express permission of
the College.

AFS should always respect the privacy of our students and should never divulge or post personal
identifying information about grades, allegations of misconduct, phone numbers, email addresses, social
security numbers, photos, or videos, without the permission of the student. Once permission has been
received from the student, AFS must ensure that applicable College rules and state and federal laws are
followed, including but not limited to regulations such as the:

e Family Educational Rights and Privacy Act (FERPA).
e Buckley Amendment of the Family Educational Rights and Privacy Act (FERPA).
e Electronic Communications Privacy Act.’



Electronic Mail Etiquette

All faculty, administration, and staff at Kingsborough are encouraged to use their Kingsborough e-mail
accounts for professional communications. Since electronic communication is not confidential, you are
expected in all contact with students to correspond in a professional manner. E-mails can be easily
printed, forwarded, and/or shared with other parties as evidence of the conversation. By the same token,
it is also recommended that e-mail communication with students be archived. One might also keep in
mind that e-mail may not be a good substitute for face-to-face communication in some cases. For
example, requests for recommendation letters, discussions about assignments or grades, and many other
topics might be best addressed in person.

Generally agreed upon “Netiquette” practices include the following:

1. Be mindful that electronic communication does not convey facial expressions or tone of voice. It is
important to be aware of how what is written could be misinterpreted.

2. Typing messages in all caps is regarded by most Internet users as shouting; so, unless you mean to
yell at someone, type your messages in standard format.

3. As many people now read much of their e-mail on Blackberries, iPhones, or other smartphones with
small screens, when appropriate, be brief.

4. Clearly indicate the nature of your message in the subject line. This helps the recipient decide
whether to read or delete it and is useful for sorting and filing the message later.

5. If you do send attachments, be aware that many people do not have room on their hard drives to
download large attachments and are skeptical about downloading them because of their propensity to
spread viruses.

6. Endeavor to respond in a timely manner to e-mail sent to you.

Use of Social Networking and Other Interactive Sites

The intersection of personal and professional communication via social networking platforms is complex
and determined by case-specific facts. Whenever you consider creating an “online presence” (whether in
the form of social networking, blogging, personal web sites, or otherwise), the College asks that you
consider the potential impact of having students and/or college constituents view the posted content.
There are inherent risks that AFS take when communicating with students through non-sanctioned social
networking or gaming sites. These include revealing confidential, personal, or inappropriate information,
as well as exposing the College and the employee to potential liability for any information shared, given,
or obtained through these means and outside of College norms.

For these reasons, employees who have their own personal social networking pages are encouraged to
consider the following when creating an online presence:

1. Purpose: When signing up for a social network, consider whether your participation will be for
private or professional purposes.

2. Access: When creating an online profile, be mindful as to who will have access to your profile (e.g.,
is the profile public, limited to certain groups, or only friends?). Joining networks on Facebook, for
example, often means that thousands of people you don’t know can access (parts of) your profile.

3. Searchability: Check the social network settings if your profile is “searchable” online (e.g., Facebook
allows you to determine whether search engines will list your profile and related information in their
search results.)



4. Friends: Select your friends carefully and check your privacy settings (e.g., Facebook allows you
create different profiles for different groups of friends). When adding colleagues, students, and other
“friends” to your social network, be mindful that these individuals will be able to access your online
information, and that you may be exposed to information outside of the professional arena.

5. Appropriateness: Consider posting only information to your social network that is relevant and
appropriate for the people who have access to your information.

6. Content Control: Be mindful that you are not the only person who controls online content that is
associated with your online profile (e.g., friends may upload and tag images of you.)

7. Permanent Records: Be mindful that every record that is posted online is permanent and difficult to
be revoked (e.g., search engines may “store” offline pages and list them as part of their searches.)

8. Professional-Personal Separation: When choosing your social networks, consider your goal and
targeted community (e.g. Facebook for friends, LinkedIn for professional communication, Ning or
PBWorks for specialty interest groups.)

Conclusion

There is a balance to be achieved between First Amendment freedom of expression and cognizance of the
potential legal ramifications of misuse of online resources, both personally and to the institution. Online
platforms provide faculty, administration, and staff with a variety of exciting new ways of educating
students and this document is intended to help us use these resources in the most responsible and
beneficial ways possible.

To decrease liability upon themselves and the college, AFS must determine how to balance their first
amendment right to freely express themselves against the legal ramifications of inappropriately exercising
that right. The right to speak and/or express ourselves is not an absolute right guaranteed to us at all times,
in all places, under all circumstances. It is possible that the damages (personal, legal and financial)
incurred by exercising our first amendment right might actually outweigh the advantages of the
expression itself.
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